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the information is classified, privi-
leged, or otherwise protected from pub-
lic disclosure.

(b) Releasability factors. In deciding
whether to authorize release of official
information, the deciding official
should consider the following:

(1) Has the requester complied with
DA policy governing the release of offi-
cial documents in § 516.41(d) of this
part.

(2) Is the request unduly burdensome
or otherwise inappropriate under the
applicable court rules?

(3) Is the disclosure appropriate
under the rules of procedure governing
the matter in which the request arose?

(4) Would the disclosure violate a
statute, executive order, regulation, or
directive?

(5) Is the disclosure appropriate
under the relevant substantive law
concerning privilege?

(6) Would the disclosure reveal infor-
mation properly classified pursuant to
the DOD Information Security Pro-
gram under AR 380–5, unclassified tech-
nical data withheld from public release
pursuant to 32 CFR § 250, or other mat-
ters exempt from unrestricted disclo-
sure?

(7) Would disclosure interfere with
ongoing enforcement proceedings, com-
promise constitutional rights, reveal
the identity of an intelligence source
or confidential informant, disclose
trade secrets or confidential commer-
cial or financial information, or, other-
wise be inappropriate under the cir-
cumstances?

(8) Would the disclosure violate any
person’s expectation of confidentiality
or privacy?

§ 516.45 Records determined to be re-
leasable.

If the deciding official, after consid-
ering the factors set forth in § 536.44,
determines that all or part of requested
official records are releasable, copies of
the records should be furnished to the
requester.

§ 516.46 Records determined not to be
releasable.

(a) General. If the deciding official,
after considering the factors in § 516.44,
determines that all or part of requested
official records should not be released,

he will promptly communicate directly
with the attorney or individual who
caused the issuance of the subpoena,
order, or request and seek to resolve
the matter informally. If the subpoena
or order is invalid, he should explain
the basis of the invalidity. The decid-
ing official should also explain why the
records requested are privileged from
release. The deciding official should at-
tempt to obtain the agreement of the
requester to withdraw the subpoena,
order, or request or to modify the sub-
poena, order, or request so that it per-
tains only to records which may be re-
leased. (See figure G–1, appendix G, of
this part.)

(b) Information protected by the Pri-
vacy Act.

(1) A subpoena duces tecum or other
legal process signed by an attorney or
clerk of court for records protected by
the Privacy Act, 5 U.S.C. 552a, does not
justify the release of the protected
records. The deciding official should
explain to the requester that the Pri-
vacy Act precludes disclosure of
records in a system of records without
the written consent of the subject of
the records or ‘‘pursuant to the order
of a court of competent jurisdiction.’’
(See 5 U.S.C. 552a(b)(11)). An ‘‘order of
the court’’ for the purpose of sub-
section 5 U.S.C. 552a(b)(11) is an order
or writ requiring the production of the
records, signed by a judge or mag-
istrate.

(2) Unclassified records otherwise
privileged from release under 5 U.S.C.
552a may be released to the court under
either of the following conditions:

(i) The subpoena is accompanied by
an order signed by a judge or mag-
istrate, or such order is separately
served, that orders the person to whom
the records pertain to release the spe-
cific records, or that orders copies of
the records be delivered to the clerk of
court, and indicates that the court has
determined the materiality of the
records and the nonavailability of a
claim of privilege.

(ii) The clerk of the court is empow-
ered by local statute or practice to re-
ceive the records under seal subject to
request that they be withheld from the
parties until the court determines
whether the records are material to the
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